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1
Decision/action requested

The contribution proposes update to solution#3 in TR 33.876.
2
References

[1]
3GPP TR 33.876: "Study on automated certificate management in Service-Based Architecture (SBA)"
3
Rationale
Solution #3 in TR 33.876 [1] is about: Secure initial enrolment of NF certificates. 

This contribution provides some enhancements for solution #3 in order to mitigate the risk of misuse of the initial certificates.
4
Detailed proposal
*************** Start of 1st Change ****************
6.3.2
Solution details

For NFs in 5GC SBA to fetch end entity X.509 certificates signed by an operator CA, the NFs are expected to have an identity that is trusted and accepted by the operator CA. The initial certificate for an NF, required to establish the initial trust between NF and operator CA can be obtained with the following procedure:
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Figure 6.3.2-1: Procedure for secure initial enrolment
Precondition: A private CA is created and deployed within the same network/security (trust) domain of the NFs in 5GC SBA.

1. The public root certificate of the private CA is configured as trust anchor in the operator PKI

NOTE 1: The private CA could be a CA or sub-CA created by the operator PKI, or completely different CA deployed by the operator. In either case, the root CA public certificate of the private CA shall be installed in the operator CA as a trust anchor.

2. The NF generates a private-public key pair (if not pre-provisioned by NF management system) and the sends the Certificate Signing Request (CSR), that contains the public key, to the Private CA (e.g., PKCS#10, CMPv2).

NOTE 2: Since the NF and private CA are in the same security domain, implicit trust can be assumed. If initial trust needs to be enabled as per deployment security requirements, several implementation options may be considered. For example, the CSR in step 2a) may include the NF Instance Id, which would need to be pre-provisioned in Private CA to allow the validation. Alternatively, a pre-shared key along with a reference number (refnum) can be pre-configured at both ends.    
3. The private CA signs the public key and issue a certificate for the NF.  

4. The NF, or the Certificate Management NF on behalf of the NF, fetches the certificate and the trust chain from the private CA. This certificate shall be used by the NF as initial certificate for authentication to the operator CA.

5. The NF, or the Certificate Management NF on behalf of the NF, generates a new private-public key pair, if this is not preprovisioned, to obtain the operator signed end entity certificate on its own public key from RA/CA using for example CMPv2. 

6. The NF, or the Certificate Management NF on behalf of the NF, generates a certificate enrolment request, in case of CMPv2 Initialization Request (ir), which specifies the requested certificate (e.g., TLS entity certificate to be used in 5GC SBA (clause 6.1.3c of TS 33.310 [3])). The request shall include proof of possession of the public key be verified by the operator CA (e.g., in CMPv2 by signing the POPOSigningKey field of the CertReqMsg with the relate private key to the public key to be certified by the operator CA), the Private CA signed initial certificate, and the certificate chain of the Private CA. The NF, or the Certificate Management NF on behalf of the NF, signs the request using the initial private key generated (or pre-provisioned) in step 2), and includes the digital signature in the request message. 

7. The NF, or the Certificate Management NF on behalf of the NF, sends the signed certificate enrolment request to the operator CA.

8. The operator CA verifies the digital signature on the certificate enrolment request against the Private CA root certificate (trust anchor) using the initial certificate sent by the NF, and also verifies the consistency between the identity of the initial certificate and the requested entity certificate as well as the proof of possession of the private key for the requested certificate. 

9. The operator CA generates the certificate for the NF and sends a signed response to the NF (or to the Certificate Management NF) which includes the issued certificate, the operator public root CA certificate, the signature of the response, and the operator CA certificate corresponding to the private key used to sign the response. The appropriate certificate chains for authenticating the operator CA certificates are also included. 

NOTE X: After the entity certificate is successfully issued by the CA through above steps, the private CA may revoke the initial certificate in order to mitigate the risk of misuse of such certificates. For example, the revocation can be requested by NF itself.
*************** End of 1st Change ****************
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